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Connections between digital forensics, archival theory & practice
Digital forensic and archival workflows - practice and purpose
. Archival theory - what it means for digital records

. InterPARES - expanding archival theory for digital records and
archival practice

Digital forensic theory and archival theory integrated...”

Current and future directions in archival science



Acquisition -> |dentification -> Evaluation -> Admission
(Digital Forensics - Pollitt 1995)

Identification -> Preservation -> Collection -> Examination -> Analysis ->
Presentation -> (Decision) (pigital Forensics - DFRWS 2001, 2002)

Appraisal/Acquisition -> Arrangement/Description -> Retention/Preservation ->
Presentation (ACCGSS) (Archival workflow)

Ingest -> Verify -> ldentify -> Characterize -> Package -> Describe -> Normalize ->
Arrange -> Store and/or Present (archival workflow-Archivematica)

Digital forensics is inter-disciplinary - this extends to archives and records
management (c.f. Irons, 2006; Ferguson-Boucher & Endicott-Popovsky, 2008)

Digital archival practice draws on digital forensics tools and knowledge (c.f.
BitCurator; Digital Records Forensics-UBC; Kirschenbaum, 2010; Lee, 2012;
Duranti & Rogers, 2013)



. Digital forensics: concerned with identifying digital objects and

traces that may serve as evidence of criminal activity, and
analyzing those objects for their evidentiary capacity - attribution
(provenance, identity), integrity, verifiability

. Digital archivist: concerned with identifying digital objects and

traces that have been created as records of actions and
transactions, facts and events, and assessing thier reliability,
authenticity, and accuracy in order to guarantee trustworthy
memory and historical accountability

Can we harmonize concepts of trustworthiness of digital
records (archival focus) and digital artifacts/traces (digital
forensic focus)?



Diversity, volume, complexity of material

ldentifying & locating digital material

. Versatility and proliferation of tools & technigues
Long term & lifecycle considerations for preservation

Risks to security, privacy, digital rights



. Establishing authorship & identity

. Ensuring integrity & tracking change over time

. Establishing and verifying authenticity, reliability, context

. Describing, presenting / providing access



Regardless of discipling, we believe that digital
records/artifacts/traces stand in relation to past events,
regardless of how they were created or preserved

. Thelr capacity to serve as evidence does not come from any

intrinsic nature or value, but from their relationship to
events

In order to understand them, we must establish (identify,
describe, prove) the relationships between the
record/artifact/trace and event



. The history of archives is fraced to ancient legal and administrative
principles expressed in the Justinian Code

. The archivist asks of a record: “What is this?” as opposed to “What
s this about?”

. The archivist’s professional function is to clarify the meaning of the
record

Not concerned primarily with information, or narrative, but with the
documents in which information is contained, their structure (form
and formal elements) and contexts
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Definition: a record is a document (recorded information) created (made
or received) in the course of practical activity and kept for further action
or reference

Corollary 1: a record arises in the context of some action, as a means or
a byproduct of that action

Corollary 2: a record is created by/for one or more agents (human or
machine) - the information in the record is intended to be transmitted

Inference 1: more than one record may be created in the context of that
action

Inference 2: records created in the context of an action are related
through their role in executing or documenting that action

—
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The context of a document’s creation is manifest in its physical
and intellectual form

Elements of form can be examined separately from content

The document is a conceptual system of internal and external
elements consisting of

Acts

Persons

Procedures

Documentary form

12



Archival and diplomatic theory, developed over centuries for
paper/parchment records, foundation of laws governing admissibility of
documentary evidence and taught in European faculties of law, now tested
in the digital environment in service of determining/assessing/preserving
evidentiary capacity Benchmark requirements supporting the presumption
of authenticity

Hypothesis: all records can be analyzed, understood, and evaluated in
terms of a system of formal elements, the circumstances of their creation
and status of transmission, regardless of technology

As digital technology has separated content and structure from form, we
can no longer determine authenticity on the object-record, which is
composite and permanently new, but must make an inference of
authenticity from its environment.

13



Benchmark requirements for the creation of authentic records; Baseline
requirements supporting the production of authentic copies

Chain of Preservation (CoP) model - extension of concept of chain of
custody

Preservation as a Service for Trust (PaaST) - executable functional
requirements for digital preservation

Ontologies - digital record, trustworthiness (authenticity, reliability,
accuracy)

Templates for contextual, and diplomatic analyses of digital material

14



Required attributes:

. Stable
content/fixed

forl I I Intellectual Components Digital Components*

Diagram 3
Attributes: The “Comprise” Relationship - Perspective 1 (IP Ontology A)

comprise

. Persons/agents

[File format(s
Embedded objects
Linked ob;
Style sheets
Seals, including electronic
signatures
Modifications over time

Names of persons:
creator
author

writer
originator
addressee
recipient

Name of handling office Carrier:
Name of office of primary original,
responsibility (if different subsequent -
from HO) “deep technol-
(indications of annota- ogy stack”:
tions?) bitstream
N F act Indications of technical EPD‘I(atloﬂ
apeoracuaner modifications (see DC - middleware
matter Logical) operating
Dates of creation and system
rahsmiss hardware
. chronological

3 -« received
( ; IOI I archival
® transmission

ion of archival

. Links to related
records

Conte:
Indication of attach- Juridical-administrative
ments Provenancial
Procedural *digital components are the physical

Documentary manifestations of the technological
3 ontexts
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Authentication

Record
Trustworthiness

Authenticity Reliability Accuracy

Completeness
of form

Precision

Identity

Controls on Controls on

mg [ntegrity creation content

System Competence Controls on
reliability of author transmission
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. Best practice guidelines (e.g. ACPO)

. Standards (e.g. SWGDE, IOCE, ISO 17025, ISO 27001,
ISO 27037)

. Scientific measurements of reliability

. Case law governing scientific testimony (U.S.: Frye 1923,
Daubert 1993, Kumho Tire 2000; Canada: R. v. Mohan
1994, R. v. J.J. 2000, R. v. D.D. 2000)

17



“...most digital information is an accurate representation of what
it purports to be (subject to the well-known volatile nature of data
where a file date is, for example, inadvertently modified by
someone who opens the file to read it and then saves it when
closing it).”

“A suitable theory to serve as scientific grounds for a digital forensic
sclence... needs to satisfy the demands imposed by science and
justify the facts derived as evidence using theory.”

Domain of digital forensics - definition:

“a digital artefact is a sequence of bits that has (or represents)

meaning... often (but not always) determined by context.”
(Olivier 2016)

18



maintain the integrity of the material

. document all processes

. ensure archival / forensic competence of the analyst

. ensure compliance with regulations / laws

. adhere 1o scientific measurements of reliability:

repeatability, objectivity, verifilability, transparency

19



Purpose is to enable systematic documentation of
information relevant to the context of the investigation

. Section 1: analysis of administrative context (including
legal status, provenance, controls, policies)

. Section 2: administrative/managerial framework in which
relevant digital objects are created (including access
controls, procedures, computations)

20



Criticism of the formal elements of material under investigation to determine its identity
and integrity
Although criticism is dependent on the context of the investigation, the concepts and
procedures can apply to any investigation
Observe/examine the physical / technological environment, the digital and
documentary presentation of the material
Investigate the presence/absence of required attributes of digital records: fixed form,
stable content, persons/agents, action/intent, archival bond, hierarchy of contexts
(juridical/administrative, provenancial, procedural, documentary, technological)
locate presence/evidence of attributes in conceptual/logical layers of abstraction
examine and qualify relationships between material and action, persons/agents,
other entities
If attributes are absent, further analysis should explain the status of the material
If attributes are present, more detailed analysis will determine the trustworthiness of
the material

21



Map diplomatic criticism to elements of generally accepted digital forensic
process models, e.g. Gladyshev (2004), Carrier (2004), Cohen (2011, 2013)

Map to proposed theoretical frameworks of digital forensics, e.g. Mocas
(2004), Andrew (2007), Olivier (2016)

These models or frameworks include theoretical and methodological
requirements:
Analysis of the object(s) (necessary and sufficient properties
for viable digital evidence)
Validation of the methodology (tool development & testing;
results testing)

22



Can diplomatic criticism provide a framework for the
examination/analysis phase of a digital forensic
investigation focusing on digital artefacts/traces as the
domain investigation?

Will such a framework satisfy scientific requirements?

How? Tools & their

What? (Diplomatics Where? Abstraction layer sSssets
A ) Y validation
Admin/Investigative context - -
Creation of digital entities

ID digital entities

23



. Get search authority : authority to acquire material

. Establish chain of custody

. Use imaging/hashing functions  : acquire

. Use validated tools

. Analyze : describe

. Ensure repeatability : follow archival principles

. Report : produce finding aids and descriptions

. Prepare for possible expert presentation : provide access

*Zatyko 2007



Abstraction is a process of understanding complex
objects by hiding all of the detail expect those essential
features of a particular task, concept, or object

The divisibility of digital data into smaller components, or
levels, where each component or level will contain its own
unigue set of characteristics and functionality

All models use abstraction, but it is particularly relevant in
digital systems

Computer science uses abstraction extensively — how
can we use it to understand digital records?
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“A suitable theory to serve as scientific grounds for a digital
forensic science... needs to satisfy the demands imposed by
science and justify the facts derived as evidence using
theory.”

A scientific theory of digital forensics needs to:

Consider the domain of digital forensics: identified as the digital
artefact - “a sequence of bits that has (or represents) meaning... often
(but not always) determined by context.”

Olivier 2016
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Two principles:; form the foundation for analysis

Principle of consistency
Principle of stability

Five ‘laws’: areas of examination that must be addressed
In qualifying data in support of conclusions and opinions
Association: process & source

Context: internal & external

Access: general & specific
Intent: intentional; not corrupted or controlled

Validation: integrity; authenticity; accuracy

Andrew 2007
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Original order
Provenance
Archival bond

Qualities of archives/
Necessary attributes of records
Elements of trustworthiness

Repeatability
Objectivity
Verifiability
Transparency

Relevancy

Authentication

Hearsay exclusion

Best evidence/system integrity

Principle of stability
Principle of consistency
LLaw of association

Law of context

LLaw of access

Law of intent

Law of validation

Do not change evidence
Maintain chain of custody
Integrity

Authentication
Reproducibility
Non-interference
Minimization (Mocas, 2004)

Frye/Daubert/Kumho
» Testing, reviewed, known error rate,
generally accepted
R v Mohan
» Relevant, necessary, qualified, scientific



Developing clear, objective, and executable criteria for formulating and
evaluating concepts in archival science (Thibodeau) - example:
Preservation as a Service for Trust (PaaST)

Integrating digital forensic tools into archival processing where digital
collections can be analyzed at multiple levels of representation to help
ensure authenticity, provenance (Lee) - example: BitCurator,
Archivematica

Development of “Computational Archival Science” - an interdisciplinary
field concerned with the application of computational methods and
resources 1o large-scale records/archives work; to apply collective
knowledge of computer and archival science (Marciano, Lemieux et al)
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corinne.rogers@ubc.ca

https://interpares.org

https://interparestrust.org

https://interparestrustai.org
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