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On-block certs: Blockchain-based lightweight digital certificates
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Abstract
The current method for verifying the status of digital certificates relies on the user checking it against a list provided by
the Certification Authority (CA). This verification can fail  due to problems on the CA’s site or attacks against it.  We
developed a proof-of-concept for a system that stores and retrieves a lightweight version of digital certificates from the
Ethereum blockchain. By doing that we created a tight link between certificates and their status and also reduced their
size by taking advantage of the blockchain transaction structure.
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Introduction
Digital  certificates1 are  used  daily  to  provide

security  over  the  internet.  Nevertheless,  the  current
system requires checking certificates against a Certificate
Revocation  List  available  on  the  Certification  Authority
(CA), which makes the process cumbersome and subject
to failures. By using a blockchain, it is possible to store
the certificates along with their status in a distributed and
more tamper-resistant manner2.

We  propose  a  system  where  the  user’s
information is stored in the data field of a transaction on
the  Ethereum’s blockchain³,  sent  from the  Certification
Authorities address to the user’s. By doing this, we can
make the certificate lighter, by omitting the CA’s signature
and the user’s public key, since the first is present in the
transaction’s structure and the second can be associated
to the user’s blockchain address. Furthermore, the status
of the certificate is stored in the balance of the address,
facilitating the process of checking the revocation status.
This lightweight version of a standard digital  certificate,
that  is  based  on  the  structure  of  a  transaction  of  the
blockchain is what we call an on-block cert.

Results and Discussion
To provide a  full  proof-of-concept,  the following

use cases were established for the system:
1. Key pair generation
2. On-block cert creation
3. On-block cert query
4. On-block cert revocation
5. Message signing
6. Message signature confirmation

The first use case is responsible for generating a
new cryptographic  key  pair,  which  will  be  used  in  the
other use cases for generating an address for holding the
on-block cert as well as signing messages and verifying
the signatures.

Cases 2 and 3 correspond respectively to storing
and retrieving the on-block cert from the blockchain. The
first creates an on-block cert with the user’s information,
an operation that  is  guaranteed by the CA and that  is
coupled with the user’s address on the blockchain, while
the  second  checks  for  a  given  address  and  returns

whether  or  not  it  contains  an on-block  cert.  In  case it
does,  it  also  returns  the  user’s  information  and  the
certificate status and validity.

The fourth one is to be used in case the private
key of the key pair is compromised. It updates the status
of the certificate to be revoked by altering the address’
balance, which makes it no longer valid,

Case  5  is  for  signing  a  message.  It  uses  the
private  key  from the  generated  key  pair  to  produce  a
signature  for  the  message,  which  guarantees  its
authenticity. The message is supplied by a file which can
be of any type, and the generated signature is stored as a
separate .sig file.

On  the  other  hand,  case  6  is  responsible  for
verifying  the  signature  of  a  message.  It  does  that  by
interfacing  with  the  blockchain  and  checking  if  the
address associated with the key that signed the message
has a valid on-block cert.

Conclusions
This system shows that, by using on-block certs

instead of the standard certificates, it is possible to have
lighter  certificates,  tightly  coupled  with  their  status  and
with  integrity  assured  by  blockchain’s  transactions  and
distributed nature. Moreover, as the on-block certs can be
obtained from and/or verified securely at any one of the
many blockchain network nodes, the proposed system is
more robust and fault tolerant than a single CA network
site. 

As future works, we can point out the integration
of  this  certification  scheme  with  different  kinds  of
software that  can benefit from digital  signatures as, for
example, e-mail clients, pdf editors and word processors.
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